
✓✓ The Basics

□ Be proactive!

□ Patch your devices (e.g. phones, laptops, desktops, wireless routers)

□ Lock mobile devices and computers

□ Turn off Find My Phone/Find My Device functionality

□ Monitor logins and location data to make sure only you are accessing your accounts

✓✓ Social Media Accounts

□ Don’t overshare –consider what information you are posting and to whom

□ Limit the amount of personal information on your account

□ Don’t share your physical location in real time

□ Turn off Find My Phone/Find My Device functionality

✓✓ Website Accounts

□ Practice good password hygiene (complex, never re-used, etc.)

□ Enable multi-factor authentication on all accounts

□ Scrub online information when possible

✓✓ Review Personal Data

□ Search for PII (email addresses, photos, phone numbers, physical address, etc.) online

□ Consider using virtual phone numbers and email addresses

□ Check for crediential exposure due to data breaches

□ Take a Google Privacy Checkup

□ Consider your use of public vs. private profiles on social media accounts

□ Opt out of advertising personalization (Google, Apple, Microsoft, Facebook)

□ Blur home addresses on Google Street View, Apple Maps, etc.

□ Consider processional help (e.g. DeleteMe, Brightlines, SocialScout)

Protect Yourself 
from Doxing


