The Coalition of Bay
Area Election Officials

Americans get election information from many
sources. Some information is true, some is false,
some is unclear, and some is downright dishonest.
Election officials work hard to ensure their voices
are heard amid the noise. Given the opportunity,
most Americans gravitate toward the transparent
and professional information provided by election
officials.

The Problem

Despite election officials’ best efforts, significant
obstacles hinder their ability to spread trusted
election information. First, several duties compete
for their time and attention. In addition to running
elections, they must prioritize fighting off cyber
attacks, ensuring a safe environment for staff and
voters, managing their offices, and complying
with many rules and regulations. Second, it is diffi-
cult for election officials to reach broad audiences.
America has thousands of election officials, each
sharing information with facts and themes spe-
cific to their jurisdiction, making it difficult for the
media to promote their messages.

Further, it is inefficient when election officials du-
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Accelerating Excellence

How 11 California
counties work together to
share accurate, current,
and transparent (ACT)
election information

plicate each other’s efforts. For example, before a
previous election, several Bay Area election offi-
cials each bought half-page advertisements in the
Sunday edition of a widely distributed newspaper.
These advertisements all promoted similar elec-
tion information. As a result, each jurisdiction that
bought an advertisement in that paper duplicated
the considerable efforts and costs of their neigh-
bors. Further, posting similar advertisements with
different messages and details can inadvertently
confuse the public.
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The Solution

What if instead of operating in silos, these county
officials had pooled their creativity and funds to
purchase one larger, more prominently displayed

advertisement over several daily editions? Further,
what if election officials with shared goals regular-

ly collaborated to cut costs and promote efficien-

Coalition of Bay Area
Election Officials

The Coalition of Bay Area Election Officials mem-
ber counties are Alameda, Contra Costa, Marin,

Monterey, Napa, San Benito, San Mateo, Santa

Clara, Santa Cruz, Solano and Sonoma counties

In California’s Greater Bay Area, election officials
had an idea. Within their shared media market,
they could pool their resources to launch a pow-
erful campaign promoting accurate, current,

and trusted election information. From that idea
formed the Coalition of Bay Area Election Officials
(the Coalition).

These counties work together to issue press
releases, fact sheets, TV interviews, social media
posts, and voter education videos. They have
achieved cohesive messaging and an overall re-

duction in costs, as well as finding allies in a lonely

and challenging media ecosystem.

Obvious benefits are achieved by the lower re-
sourced counties in the Coalition, but significant
benefits of collaboration are achieved by the larg-
er counties who are providing more time, lead-
ership and resources. Specifically, all members
are achieving a regional voice that helps enhance
election officials’ credibility with a broad swath

of the public. For too long, election officials have
been limited in their ability to stand up for their
neighbors or be reinforced by them. In the words
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of Tommy Gong, Contra Costa’s Deputy County
Clerk-Recorder, “In the Bay Area, we are all in this
together.”

“In the Bay Area, we're all in this
together.”

- Contra Costa County Deputy
Clerk-Recorder Tommy Gong

The Coalition started its work early in 2022, and

it has already received national recognition. The
Election Center presented its prestigious “Democ-
racy Award” to Contra Costa County and the other
ten counties participating in the Coalition. The
Coalition’s short-term goal is to be well-received
by Bay Area residents and recognized as the Bay
Area'’s primary source of accurate, nonpartisan
election information. As the 2024 Presidential
Election Cycle approaches, the Coalition hopes to
“pre-bunk”, not just debunk, inaccurate informa-
tion with up-to-date, fact-based information that
is relevant and resonates with voters.

The Coalition’s Approach

Good ideas take vision and leadership to come
alive. This is the story of how the Coalition moved
from a good idea to implementation.

Establishing a Shared Mission and
Purpose

Many Bay Area elections officials felt the challeng-
es of communicating in today’s media environ-

ment. One County took the lead and proposed col-
laboration. Recognizing the possible benefits, they
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began a conversation, which started with informal
virtual meetings. These meetings were structured
so that election officials could speak candidly
about their various challenges, reservations, and
priorities. Principals from eleven out of twelve Bay
Area counties joined, which provided more than
enough collaborators to work toward promoting
trusted information while saving resources.

The first meeting focused on establishing a shared
mission and goals, ultimately settling on “Ensuring
Public Trust in Elections by collaborating, commu-
nicating, and providing access to Accurate, Cur-
rent, and Transparent (ACT) election information
across the Bay Area.” This message appeals to all
Coalition members. As member and Napa Record-
er-County Clerk John Tuteur put it, “The focus has
to be the integrity of elections, not the outcome of
elections.”

“The focus has to be the integrity of
elections, not the outcome of elec-
tions.”

- Napa County Recorder-County Clerk
John Tuteur

The Coalition’s members organized around their
shared media market. In the Greater Bay Area,
many local TV news and radio stations cover the
entire region, many community papers share
news stories with others, and digital marketing for
the entire region is largely facilitated by just a few
cable companies.

Generating and distributing trusted
election information

After organizing and agreeing on their purpose,
the Coalition built a workflow for generating and
x distributing trusted
* election information.
* Under that workflow,
members meet weekly
to discuss which is-
sues to address in the
next series of content
releases. A subcom-
mittee of staff mem-
bers meets to develop the media content. Once
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developed the press releases, fact sheets, educa-
tion videos, and other content is circulated to all
Coalition members for comment. Once approved,
material is released simultaneously at a scheduled
time by all member counties.

The Coalition has built a series of educational
videos on topics stakeholders are talking about
including:

+ Counting the Votes: What Happens After Election
Day (The Official Canvass) (All counties)

*  What Redistricting Means For You in the Election
(All counties)

+  Certifying the Vote (All counties)

Releasing content for critical election
events

BAY AREA sar COALITION OF
B AR Jfés BAY AREA ELECTION OFFICIALS

Website: www bayareavoles.org
ALAMEDA Facebook: Bay Area Voles

Tim Dupus
Rt of Voters

CONTRA COSTA @
Deborah Cooper

ClricRecorder-Regiirar

PRESS RELEASE

FOR IMMEDIATE RELEASE
DATE: 8/24/2022
FROM: Bay Area Election Officials

Coalition of Bay Area Election Officials
Wins Prestigious National Award

Local election officials are your tusted source of non-partisan eleciion information.

Local Registrars of Voters around the bay came together as the Bay Area Coalition in
aPA early 2022 They did this o ensure public trust in elections by collaborating,

icati ing access to accurate, current, and transparent election
information for the nearly five milion voters in the area. The Coaltion work has
gained national acoolades from the Election Center - The National Association of
Election Officials.

SANBENTO
Jos Paui Gonzalez
ClerkeAuilor-Recorder Tim Matice, the executive director of the Election Center, comments: “The
Professional Practices Program is a forum for local election administrators to submit

successful election administration practices to the Election Center, which are rated by

sanTEd a commitiee of thefr peers, o which only 8 are selected as the winners in respective

O oo, CategOTies. | am happy to announce the 2022 Democracy Award — representng the

Crvef Blsctons Oficer best practice of the year in the elections community, to Contra Costa County and the
10 partcipating counties with the formation of the Coalfion of Bay Area Election
Offcials. We are proud of this effort and we celebrate their innovation and creativty

SANTA CLARA ion."

UTACURL in furthering excellence in the profession.

g “Speaking on behalf of all eleven Coaltion counties, we are thriled and honared to
have this important work recognized.” said Tommy Gong, Deputy Clerk-Recorder-

somcar Registrar for Contra Costa County. “Our hope s that this innovative method of

i abbor distriuting information to a large shared media market il catch on in other regions

o and help our fellow elections officials find other ways to share resources.”

e “The Coalition continues to wark to provide timely and factual information to residents

T Parngen of the Bay Area. Most recently, the coalifion authored and adopted a Code of Ethics

CIOMRegstrar of Voters. to codify the principles that election officials already follow, and to demonstrate

publicly the professionalism of the work they do. (a copy of the Code of Ethics is
o attached)

Deva Proto
ClerkRecorder-Assessor Ryan Ronco, President of the California Asseciation of Clerks and Elections Officials,

stated, “More than ever, elections oficials need to work together, and this is a perfect
example of how collaboration can beneft different sized counties in a large metro
area.”

The Coalition schedules its content releases to
coincide with critical events in the election cycle.
During the June 2022 primary, the Coalition issued
a press release titled “Vote by Mail Voting is Safe
& Secure” immediately before California voters
received mail ballots.

Building memorable branding to in-
crease recognition

The coalition has begun to establish a memorable
and trusted brand in the Bay Area.
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They produce content that is both appealing and
easy to read using colorful graphics and plain
language. Their brand logo uses bright blues and
yellows and features an image of California.

The Coalition makes its content easy to read
through simple design and repetition. Each series
of fact sheets and press releases follows uniform
templates. Each member releases content on the
fixed schedule and includes the Coalition’s web-
site and member county web pages. This helps
constituents know exactly where, when, and how
to read the trusted information coming from the
Coalition.

Sharing important resources

Finally, the Coalition allows for important re-
source-sharing among member jurisdictions. For
example, Santa Clara county hosts a Coalition
webpage on their Registrar of Voters website.
Contra Costa's election officials handle many
Coalition media engagements, including TV inter-
views. The Coalition allows member jurisdictions
to play to their strengths while supporting each
other, as they provide accurate, current, transpar-
ent (ACT) election information to the Bay Area.

*

Successes

A great success of the Co-
alition is that the program
helps smaller counties who
have fewer resources to
implement and maintain

a public information initia-

tive. These counties benefit n
from the Coalition’s content

development subcommit-

tee, which utilizes available staff and expertise to
create content like videos and press releases.

Larger counties also benefit from participating in
the Coalition. As smaller counties’ mature their
communications programs, the entire media mar-
ket sees better election communications. Large
counties also benefit from message consistency
across the media market, and amplification of
their priority communications.

By focusing on content creation, the Coalition has
succeeded in increasing the number of trusted

THE
ELECTIONS
GROUP

election resources available to Bay Area voters.
On its website, the Coalition provides many fact
sheets, press releases, and voter education videos
that voters can trust. According to Lynda Roberts,
Registrar of Voters for Marin County, California,
“Winning the award from the Election Center was
a great success. However, for our local election
efforts, I believe the greatest success is that the
Coalition has created a united voice in the Bay
Area.”

Advantages of Collaborating
Bolstering Voter Education

Member jurisdictions meet regularly to discuss
upcoming election challenges and to bolster re-
gion-wide voter education efforts. This promotes
camaraderie among local election officials. More
people involved in decision-making helps avoid
missteps and blunders. According to Joe Paul
Gonzalez, San Benito County Clerk, “The Coalition
is a great platform for issue resolution of common
problems in our outreach efforts.”

Uniform Messaging

The Coalition produces frequent and simultane-
ously issued press releases and fact sheets that
are vetted by all participating counties.

Resource Sharing

Jurisdictions voluntarily share vital resources. For
example, Santa Clara county’s website hosts a
web page for the Coalition. While counties do not
share staff, the Coalition can make use of available
staff from member counties to assist in creating
content. Debi Cooper, County Clerk-Recorder for
Contra Costa County notes “Sharing resources and
creative ideas has helped us evolve our messag-
ing!”

Mutual Support

Jurisdictions that are comfortable working with
the media can assist other jurisdictions that are
interacting with the media.

Division of Labor

The Coalition is a team, which allows member
counties to play to their strengths. A county with
strong media relationships can step up for tele-
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vision interviews, radio appearances, and other
media opportunities.

Costs
Money

The Coalition began without

any pooled financial resources.

So far, the Coalition's work has

been done through the col-

laboration and good will of its

members. However, Coalition

members have begun to ex-

plore funding mechanisms for

future projects. Specifically, funding could help the
Coalition purchase print or TV advertising. One
possibility is that member counties would con-
tribute funds based on the number of registered
voters in each county. Many member jurisdictions
do not have funding for advertising or marketing.

Time

Members must spend their time attending virtu-
al Coalition meetings. All member jurisdictions
attend weekly planning meetings, and a subset of
members’ principals and staff work on the content
development subcommittee. Additionally, mem-
bers spend time reviewing copy and driving Coali-
tion priorities. Eventually, coalitions like this save
time by reducing duplicate work and planning
project calendars.

Challenges
Building Trust

Trust among member counties is critical. Estab-
lishing trust can be difficult in an election envi-
ronment where bad
actors are decontextu-
alizing and amplifying
narratives that under-
mine local election
officials’ work. The Co-
alition builds trust by
holding virtual meet-
ings for members,
including those crucial
first meetings. These
meetings are not recorded, so that members can
speak candidly about election issues facing their
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communities. Additionally, the Coalition regularly
places members into smaller breakout groups

to have personal, engaging conversations on
election issues. According to Tommy Gong from
Contra Costa County, “These sessions encouraged
members to participate and share ideas.”

Content Development

All member counties meet weekly to refine the
Coalition’s content release schedule and to deter-
mine what election issues to prioritize in upcom-
ing content. The Coalition is flexible about using
free and inexpensive tools to determine what
content belongs in future releases. For example,
early on members were issued a survey that listed
many election topics. Members were asked to
rank their top five, and the survey results were
used to drive Coalition priorities.

As the coalition has developed, it has turned to
other organizations to support their content
building. For example, in the lead up to the 2022
general election they utilized services provided by
The Elections Group’s Communications Resources
Desk who assisted with media and communica-
tions efforts including drafting and editing mate-
rials for publication as well as strategic advice.

Differing Policies

Certain laws and policies
were hurdles for the Coa-
lition. For example, some
but not all jurisdictions in
the Coalition have vote
centers. Because member
counties do not have uniform policies on certain
processes, like the establishment of vote centers,
the Coalition cannot always issue uniform mes-
saging. To remedy this, the Coalition will either
create broader messaging or give counties the
discretion of modifying fact sheets or press releas-
es.

Infrastructure Needs

To implement a program like the Coalition, local
jurisdictions should take advantage of infrastruc-
ture available to them. Below are some examples.

» Staff with communications expertise: The
Coalition's focus is voter education. It relies
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on member counties with staff and leadership
with excellent written and verbal communi-
cation skills and connections to local media
affiliates. These communications experts are
leveraged and prioritized to assist other ju-
risdictions as needed. These experts lead on
developing and producing content.

* Time: Coalition members meet weekly to plan
future content releases. However, there are
several additional time commitments. Many
leaders and staff dedicate additional time to
developing, drafting, and releasing content.

Sustainability

The Coalition is an entirely voluntary group. The
Coalition’s continued success relies on strong or-
ganization and leadership.

Weekly meetings sustain the Coalition. All member
counties are expected to send an attendee to each
meeting. This keeps members informed and en-
gaged. A regular content release schedule keeps
members invested and on notice of important up-
coming content. Because members are associated
with the Coalition’s content, they have an interest
in engaging with that content both before and
after it is released into their communities.

Recognitions

« Contra Costa County re-
ceived an Election Center
2022 Professional Prac-
tices Papers Democracy
Award for its work as a
member of the Coalition
of Bay Area Election Offi-
cials.

+ "“Bay Area elections offi-
cials team up to educate
voters, curb misinforma-
tion” by Greg Lee, KTVU

« “Bay Area elections officials team up in mid-
term misinformation fight” by Keith Menconi,
KCBS Radio

«  “What Bay Area elections officials want you to
know about ballot safety before the primary
elections” by KRON4 Staff
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Tools for a Successful Coalition

Several tools are critical to the Coalition’s
success. Fortunately, many of those tools are
cheap or free, including:

+ Virtual meeting software

* Press releases following a standardized
template

* Fact sheets following a standardized tem-
palte

+ Contact sheets with a listed media contact
for each jurisdiction

+ Asecure .gov or .org website to host con-
tent

+ Materials to produce voter education
videos. These can range from high quality
video and audio equipment and editing
software, to simply a smartphone.

The Elections Group is offering communica-
tions resources and support for election offi-
cials by election officials at low cost or free of
charge. To learn more, visit the Communica-
tions Resource Desk at www.electionsgroup.
com/communications-resource-desk.

Request support from
The Elections Group
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Sample Resources

The Coalition of Bay Area Election Officials partnered

] ]
E I ect I o n s e c u r It s afe u a rds with the Cybersecurity and Infrastructure Security
Agency (CISA) to implement resources for securing all
aspects of election infrastructure.

Securing NETWORKS Securing FACILITIES Securing PROCESSES Securing PEOPLE
m Vote counting system is not m Physical security assessment m Elections designated as “critical m Oaths of Allegiance and/or
connected to the internet m Designated high security areas infrastructure” by Homeland Security background checks of all staff
= Networks in high-security locations m Staff only access areas they need to m Always two people with the ballots m Training and supervision on safety,
only do their jobs m Chain of custody protocols, security, election codes, and
= Robust backup and patching policies g |p padges, access control, log access management procedures
m Password policy w Alarm systems and/or 24/7 video = Voting systems must be certified by . ﬁt:‘efé ?:'é’oafﬁeeisrs_(}gose systems they
m Ports on systems are sealed to surveillance the SOS prior to being used at any > to do thelr o
revent access ’ ] election m Periodic training on phishing and
preve o m Partnerships with local law “Trusted build” version of soft cybersecurity best practices
m Multi-factor authentication enforcement m “lrusted build” version of software )
) - A must be reloaded before each m Two-people are always with ballots
m Cybersecurity awareness, phishing m Security and ADA assessments of all election and voting equipment
and other trainings for all staff voting locations L
X L m Paper-based, digitally scanned vote m Observers and tours — transparency
m Cyber hygiene vulnerability scans m Separate entrances for staff and system of our processes
i ublic observers . . .
= Internal/external system testing Pub m Pre-election logic and accuracy m Emergency planning — prepare for
m Monitor and track system changes m Visitors a”_d observers escort.ed testing fire, flood, PSPS, earthquake, etc.
m Apply principal of least privilege = Tamper evident seals / security m Post-election audits to confirm m Visitors and observers identified with
access features equipment operated correctly unique badges

m Hardened networks = VBM ballot drop boxes (bolted to m Paper ballots stored for 22 months m Observers must review and agree to

m Multiple firewalls, network conorete) m VBM ballot security, bar codes, observer rules prior to access
segmentation signatures verified, signature cure m Staff follow standard uniform

m Intrusion detection system process operating procedures across the
(active intercept) m E-poll books — real time access to department

registration data and voter history
Conditional Voter Registration

VoteCal Statewide database

CISA Election Security EI-ISAC Risk and Remote Penetration
Resources Snapshot Membership Vulnerability Testing Testing

Physical Security . Election Emergency Vulnerability ' Albert Sensors

Walkthrough

Response Guide Scanning

Key Dates

9/29 - County election offices will mail the County Voter
10/18 Information Guide during this period
10/10 No later than this date, county elections officials

shall begin mailing each registered voter a vote-by-
mail ballot

10/10- Early Voting sites are open

11/7
10/24 Last day to register to vote for the primary election.
To check your voter registration status
visit MyVoterStatus
10/29 Vote Centers open for Voter's Choice Act counties.
Click here to find your local county elections office
11/8 Election Day - Polls shall be open throughout the
state from 7:00 a.m. to 8:00 p.m.
o ons Coalition of Bay Area Election Officials 7
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Sample Resources
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bayareavotes.org
n Bay Area Votes

FAGT SHEET
Topic: Voting Systems & Security

Election Security

Election security is a major concern at all
levels of government. Elections have been
designated as critical infrastructure by the
Federal Department of Homeland Security.

The end goal of election security is to
deliver a process that is not only safe and
secure, but also fair, accurate, and
accessible. In California, at both the state
and county level, there are a multitude of
layered security protocols in place.

Voting Systems Certification

Voting systems that counties use to count
ballots must be certified for use by the
California Secretary of State prior to being
sold and/or used in any California
election.

The state has developed one of the most
strenuous voting systems testing and
certification programs in the country.

Vendors applying for voting system
certification have their equipment and
software undergo months of extensive
testing before they can be used by
counties to tally votes.

While the hardware is delivered from the
voting system vendor to a county, the
software which controls the system and
used to conduct an election is delivered
directly from the Secretary of State into
the hands of the Elections Official; only
this “trusted build” (the certified version of

ELECTIONS
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the software and firmware) shall be
installed by counties and must be
reinstalled prior to any election.

Voting Systems Rules &
Regulations

Voting systems must be a paper-based,
optical scan ballot system.

The voting system is NEVER connected
to the internet or county network.

The voting system is physically restricted
under lock and key and only authorized
personnel are allowed in the area.

Access to the voting system is password-
protected and all activity is logged by the
voting system. Administrative passwords
are only known by designated elections
officials.

Election staff ensure that specific
procedures for programming, deployment,
and use of voting equipment during
elections are met.

Strict chain of custody procedures and
ballot inventory controls are required.

Prior to counting, counties are required to
perform a Logic and Accuracy Test of the
ballots and voting system to ensure votes
are tabulated accurately.

After Election Day, counties are required
to perform a 1% manual hand tally (audit)
of the votes as part of the official canvass
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